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any government
and private-sector
organizations have
implemented wire-
less local area networks (WLANs)
that let staff members with

wireless-enabled devices, such
as smartphones, connect to the
Internet and the organization’s
networks. The staff can use such
devices for many tasks: to make
and receive voice calls, send and
receive text messages, manage in-
formation, send and receive email,
browse the Web, store and modify
documents, access data, and per-
form other tasks regularly done
on a desktop computer. Wireless
networks thus support a mo-
bile workforce and can contrib-
ute to increased organizational
productivity.

However, what should organi-
zations do to improve the security
of such WLANS?

WLAN Technology

Wireless technologies use radio
waves instead of direct physi-
cal connections to transmit data
between networks and devices.
Wireless networks, like other com-
munications networks, are vulner-
able to risks that could compromise
the confidentiality, integrity, and
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availability of information and in-
formation systems. Attackers who
gain unauthorized access to wire-
less networks can obtain sensitive
information, conduct fraudulent
activities, disrupt operations, and
attack other networks and systems.

Without proper security precau-

tions, information can be inter-
cepted and altered more easily than

when transmitted through physical

connections.

WLAN technologies are based
on industry consensus-based
standards developed by IEEE.
The IEEE 802.11 standard and
its amendments provide techni-
cal specifications and security
requirements for WLANs. Two
basic components of WLANSs
are defined: client devices, such as
laptops and smartphones, and ac-
cess points, which logically connect
client devices with a distribution
system. The distributed system
lets the client devices commu-
nicate with the organization’s

wired LANs and external net-
works, such as the Internet. Some
WLAN:S also use wireless switches,
which act as intermediaries be-

tween access points and the
distributed system and help ad-
ministrators manage the WLAN
infrastructure.
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Implementing Security
WLAN security depends on
how well all of the WLAN
components—including the cli-
ent devices, access points, and
wireless switches—are secured
throughout the WLAN life cycle.
WLAN:Ss are frequently less secure
than wired networks. The con-
figuration of the WLANs might
not include a strong process for
authenticating users, making it
easier for attackers within range
of the WLAN to gain access to it.
Weak authentication methods are
often used because theyre more
convenient for the users and net-
work administrators.

The most effective way to pro-
tect information and information
systems is to integrate security
into every step of the system de-
velopment process, from project
initiation to system development
to final disposition. The system
life cycle is a multistep process
that starts with system initiation,
analysis, design, and implemen-
tation, and continues through to
system maintenance and disposal.

To help organizations improve
their WLAN security, the National
Institute of Standards and Technol-
ogy (NIST) recently published
Guidelines for Securing Wireless
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Local Area Networks (WLANSs): Rec-
ommendations of the National Insti-
tute of Standards and Technology.!
For access to this and other NIST
publications with information
about WLAN security, the system
development life cycle, and the
management of system risks, see
http://csrc.nist.gov/publications/
PubsSPs.html.

Here, we summarize some of
the recommendations from the
new NIST guidelines to help or-
ganizations improve the security
of their WLAN:S.

Employ Standardized
Security Configurations

A standardized configuration for
common WLAN components
provides a base level of secu-
rity, reducing vulnerabilities and

wired network, and they should
use only required protocols.

In addition, an organization
should have separate WLANSs
if there’s more than one secu-
rity profile for WLAN usage.
For example, an organization
should have logically separated
WLAN:Ss for external use (such as
for guests) and for internal use.
Devices on one WLAN shouldn’t
be allowed to connect to devices
on a logically separated WLAN.

State Which Dual
Connections Are Allowed
Organizations should implement
and enforce policies that clearly
state which forms of dual connec-
tions are permitted or prohibited
for WLAN client devices. A client
device with dual connections is

Organizations should consider the risks posed not
only by the traditional form of dual connections
but also by other forms involving multiple wireless

networks.

lessening the impact of suc-
cessful attacks on the network.
Standardized configurations can
also significantly reduce the time
and effort needed to secure
WLAN components and verify
their security, particularly if the
configuration can be deployed
and verified through automated
means.

Consider Other Networks

It’s useful to consider both the
security of the WLAN as well as
how it might affect the security
of other networks. A WLAN is
usually connected to an orga-
nization’s wired networks, and
WLAN:Ss can also be connected to
each other. The client devices of
WLAN:Ss that need wired network
access should be allowed access
only to the necessary hosts on the
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connected to both a wired network
and a WLAN at the same time. If
an attacker gains unauthorized
wireless access to a dual-connected
client device, the attacker could
then use that access to attack re-
sources on the wired network.
Organizations should consider
the risks posed not only by the tra-
ditional form of dual connections
but also by other forms involving
multiple wireless networks. Cli-
ent devices might be connected
to multiple wireless networks si-
multaneously, such as cell phone,
WiMAX, Bluetooth, and WLAN
networks. Organizations should
assess the risk of the possible com-
binations of network technologies
for their WLAN client devices and
apply appropriate security con-
trols. If the risks to one or more of
the networks can’t be sufficiently

mitigated, then dual connections
involving that network might pose
too much risk, in which case the
organization should consider pro-
hibiting such connections.

Ensure Configurations

Are Compliant

After WLAN security configura-
tions are designed for client devices
and access points, organizations
should determine how the con-
figurations will be implemented,
evaluate the effectiveness of the
implementations, deploy the im-
plementations to the appropriate
devices, and maintain the configu-
rations and their implementations
throughout the client-device life
cycles. Organizations should stan-
dardize, automate, and centralize
their activities for the implementa-
tion and maintenance of WLAN
security configurations as much
as practical. This allows the imple-
mentation of consistent WLAN
security throughout the enterprise;
organizations will be able to detect
and correct unauthorized changes
to configurations and to react
quickly when newly identified
vulnerabilities or recent incidents
indicate a need to change the
WLAN security configurations.

Perform Attack and
Vulnerability Monitoring
Security monitoring is especially
important for WLANs because of
their exposure to increased risks.
Organizations should continu-
ously monitor their WLANSs for
both WLAN-specific and gen-
eral (wired network) attacks. At-
tack monitoring should consider
both passive and active attacks: in
passive attacks, an unauthorized
party monitors WLAN commu-
nications but doesn’t generate,
alter, or disrupt WLAN com-
munications; in active attacks,
an unauthorized party gener-
ates, alters, or disrupts WLAN
communications.
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Vulnerability monitoring for
WLAN:Ss involves analyzing WLAN
communications and identifying
policy violations, such as com-
munications using the wrong pro-
tocols or encryption key lengths.
This monitoring process can help
identify configuration issues re-
lated to WLAN devices. It’s also
useful when not all of the WLAN
devices are under the organization’s
control—such as visitor laptops—
or when the use of unauthorized
WLAN devices is a security concern.

Conduct Regular Technical
Security Assessments
Regular assessments should be
performed at least annually to
evaluate the overall security of
the WLAN. In addition, orga-
nizations should perform peri-
odic assessments at least quarterly

unless their activities for continu-
ous monitoring of WLAN secu-
rity are already collecting all of
the necessary information about
WLAN attacks and vulnerabilities
needed for assessment purposes.

obile technology is chang-

ing the way that we

work and interact with
others. To achieve the cost sav-
ings and improved productivity
benefits that mobile technology
offers, organizations must take
steps to secure their wireless net-
works and limit their vulnerability
to attacks.
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